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ABSTRACT. To encrypt video we use a secure cryptosystem for direct encryption of color images in
each frame of a video, based on chaotically coupled chaotic maps, that provides good confusion
and diffusion properties that ensures extremely high security because of the chaotic mixing of pixels
colors, using a DMP (Digital Media Processor) we process video, separate it in 3 components RGB
(Red, Green, Blue) and apply our algorithm for encryption or decryption.
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1. INTRODUCTION

In recent years the security of communications has been an important issue for companies. The
implementation of encryption algorithms that are slow to encrypt video has complicated the scene.
The problem of security in storage and transmission of confidential visual information is therefore
growing in importance, and requires solutions for many applications, such as pay TV, video
conferencing, medical and military databases. Most conventional ciphers, such as Data Encryption
Standard (DES), International Data Encryption Algorithm (IDEA), Advanced Encryption Standard
(AES), linear feedback shift register (LFSR), etc. [1,2] with high computational security consider
plaintext as either block cipher or data stream and are not suitable for image/video encryption in
real time because their speed is slow due to a large data volume and strong correlation among
image pixels. The implementation of traditional algorithms for image encryption is even more
complicated when undertaken with commercial software.

In the last decades many researchers pointed out the existence of a strong relation between chaos
and cryptography [3-5]. The greatest advantage of a chaotic system over a noisy one is that the
chaotic system is deterministic. This property of chaos significantly facilitates the decryption
process. The exact knowledge of initial conditions and system parameters enables one to recover a
message. Moreover, many fundamental characteristics of chaos, such as a broadband spectrum,
ergodicity and high sensitivity to initial conditions are directly connected with two basic properties of
good ciphers: confusion and diffusion.

CANCUN, QR., MEXICO, OCTOBERBRS-29, 2010 CLNDET

CENTRO DE CIENCIAS APLICADAS
Y DESARROLLO TECNOLOGICO




15T INTERNATIONAL
CONGRESS ON

INSTRUMENTATION AND
APPLIED SCIENCES

This paper is organized as follows. In Sec. 2 chaotic cryptosystem, we describe our algorithm in
detail. In the Sec. 3-Sec. 5, we apply it for encryption of a real color image and analyze its security.
Finally, the main conclusions are given in Sec. 6.

2. CHAOTIC CRYPTOSYSTEM

Any digital image can be represented as a linear array of decimal values, where each pixel has
three color components pR, pG, and pB (red, green and blue) of integers between 0 and 255. Since
video is 30 frames per second we can process each image of a frame.

An M x N pixel image can be transformed into an array of h = 3*M*N items of the color components
that forms plaintext

P={mempl 6 prowpf powpf pomgf, . b, .. mpw i) (1)

The color components of an 8-bit RGB image are integers in the range [0, 255], rather than floating-
point values in the range [0, 1]. As we already mentioned in the introduction, for shorter EDT the
length of ciphertext should be equal to the length of plaintext. The aim of our encryption algorithm is
to create ciphertext.

R = fryug omy, iy} (2)

which contains h encrypted color components *t £[0, 255]. It's known that the security of a
cryptosystem is determined by its confusion and diffusion properties and its sensitivity to secret
keys. The basic idea underlying our encryption algorithm is to use chaotic systems for both the
confusion and diffusion processes.

First, plaintext P is converted into an array of floating - point values:
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That can serve as initial conditions for chaotic maps for example the logistic map:
ey ™ &gl =gl (4)

Which is chaotic when &  [3.57, 4]2. Both the parameter @ and the number of iterations n serve as
secret keys. To transform P into X0, we convert the color components to the map variables so that
they lie within the chaotic attractor of the map Eq. (4), i.e., the normalized value

Ko w P A29B (TS TRy (5)

mox
Where ¥ and *™"

Eq. (4).

are the maximum and minimum values of x generated by the chaotic map

3. CHAOTIC COUPLING

In the_algorithm, all chaotic maps representing the pixels’ values were coupled unidirectionally so
that ¥ was used as the initial condition for the subsequent map (i + 1). Such a coupling provides
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diffusion properties so good that after three rounds, the cryptosystem becomes extremely sensitive
to any change in a pixel value and a small error in one only pixel diffuses over the whole

4. FIGURES

This section shows the encryption process for black and white images Figure1 (a) and colour
images Figure1 (b), “I” means the rounds that the algorithm applies to image.

Figure 2 shows the encryption / decryption in real time colour video, in this case the process is

performed to the YCbCr components, that are native to DMP (Digital Media Processor) card and
simplifies the process of encrypting / decryption.

(a)

ra Iuil -3 1 =
Figure 1. (a) Black and white image. (b) Colour image

Figure 2 Encryption / decryption in real time colour
video
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In Figure 3 shows the flow chart in simulink where each letter indicate the process on the card DMP
(Digital Media Processor) that was performed to encrypt the video. Each process is detailed below:

A) Capture an NTSC/PAL video input and make it available as a stream of YCbCr 4:2:2
interleaved data.

B) This block separates interleaved YCbCr 4:2:2 data into its luma component (Y'), blue -
difference chroma component (Cb), and red-difference chroma component (Cr).

C) The Resize block enlarges or shrinks an image by resizing the image along one dimension
(row or column). Then, it resizes the image along the other dimension (column or
row).

D) The Color Space Conversion block converts color information between color spaces, in this
case we convert YCbCr to RGB.

E) The Logistic Map block process and encrypth the information.

F) The Color Space Conversion block converts color information between color spaces, in this
case we return RGB to YCbCr.

G) This block takes planar YCbCr 4:2:2 data on three separate inputs and converts them to a

single interleaved YCbCr 4:2:2  data output.
H) This block configures the Video Processing Back End (VPBE) to display NTSC/PAL video
Dialog Box.
(a) (b)
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Figure 3. Simulink flow chart (a) part 1. (b) part 2.

The logistic map equation (4) which exhibits some sort of chaotic behavior, when “a” € [3.57, 4].
The parameter “@” and the number of iterations “n” serve as secret keys.
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5. PROGRAM CODE

Program code showing two steps in the algorithm showing how the chaotic values are generated
and how those values are mixed with the RGB image values.

%CONFUSSION STEP%
tmez=zeros(1,cntmax);
tini=0.295173654;
tmez(1)=tini;
mu=3.9371456;
for n=1:cntmax-1
tmez(n+1)=mu*tmez(n)*(1-tmez(n));
end
% DIFUSSION STEP
K1 = round( tmez * ( cntmax-1) ) + 1;
K2 = mod(((1:cntmax) - K1 + cntmax), cntmax) + 1;
for j = 1:cntmax
tdifR = img_finRD( K2(j) );
tdifG = img_finGD( K2(j) );
tdifB = img_finBD( K2(j) );
forn=1:10
tdifR = mu * tdifR * (1 - tdifR);
tdifG = mu * tdifG * (1 - tdifG);
tdifB = mu * tdifB * (1 - tdifB);
end
tdifR = round(tdifR * 256.0) / 256.0;
tdifG = round(tdifG * 256.0) / 256.0;
tdifB = round(tdifB * 256.0) / 256.0;
img_finRD(j) = mod((img_finRD(j) + tdifR), 1);
img_finGD(j) = mod((img_finGD(j) + tdifG), 1);
img_finBD(j) = mod((img_finBD(j) + tdifB), 1);
img_finRD(j) = round(img_finRD(j) * 256.0) / 256.0;
img_finGD(j) = round(img_finGD(j) * 256.0) / 256.0;
img_finBD(j) = round(img_finBD(j) * 256.0) / 256.0;
end

6. CONCLUSIONS

We could demonstrate that the use of coupled chaotic maps to encryption is a secure system and
due to the high speed, the proposed cryptosystem is suitable for application in real-time
communication systems like video encryption.
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